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1. eComFax PLATFORM 

1.1 Access to the eComFax website 

 
The eComFax PRO website can be accessed by two ways: 
  

1. Through the website https://www.ecomfax.com and clicking on “login”  
2. Through the URL: https://www.ecomfax.com/user  

 

1.2.  Start Menu  

After introducing the login and password you will access the “start” menu of the 
eComFax website where you will see in both the left-hand column and in the 
center of the window different user options, such as: how to send a fax or an 
SMS, see a list of sent and received messages, configure your account, and read 
the privacy policies of the user.  

 
Illustration 1 Start Menu 

 

https://www.ecomfax.com/
https://www.ecomfax.com/user
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In the bottom left-hand area, you will see information regarding the fax numbers, 
the delivery email address and the status of your subscription.  

The “delivery email address” field indicates the email address in which the 
incoming faxes are received. This field is established upon signing up for the 
service and cannot be modified on this page directly.  

It is possible to configure additional email accounts for each fax number so all 
additional email accounts will also receive the faxes. The accounts will receive 
the same messages, in other words: you cannot configure the accounts so only 
one receives messages from a specific sender.  

 

 
Illustration 2 Alternative email addresses 

 

In the top right-hand area you can consult the “balance” tab which corresponds 
to the percentage of corresponding depletion of your subscription, and the 
remaining balance of your account in the case that there has been any additional 
charges.  

1.3. Configuration 

To access the configuration of your account click on the “configuration” tab.  

1.3.1. Subscription 

The first option to choose from is “subscription,” in which you can find your 
company’s contact information.  
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Illustration 3 Contact Information 

In order to save any changes that you have made in the “configuration” menu you 
should click “save” at the bottom of the page.  
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1.3.2.  Delivery 

We can see the following delivery options: 

 
Illustration 4 Delivery Configuration View 

 

Domain for sending faxes: Indicates the valid domains that permit the sending 
of faxes to eComFax.  

Language: Indicates the defect language of the notification messages.  

Time Zone: Because eComFax is a world-wide service, you can adjust this field 
and its time zone so as to receive the faxes at the appropriate date and times for 
your location.  

Dialing code: In national calls it is unusual to include the country code. eComFax 
only uses international numbers, with this option the deliveries to its country are 
completed correctly. Add the country code here so that the system will deliver it 
correctly.  

Format of the Document of the Incoming Fax: You will receive faxes as an 
email attachment. Here you can select the format of the attachment: PDF (normal 
or long-lasting “A”), searchable PDF with OCR (normal or long-lasting “A”), or 
TIFF.  
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1.3.2.1.  Storage and Safekeeping of the Fax  

Based on our experience in the transmitting of information through FAX we have 
seen that the storage of the fax is important or essential to rescue certain 
circumstantial situations or others in the distribution or the forwarding that can 
occur, and with the stored fax we can recuperate or re-send; without it being 
stored the information will be lost.  

In additional to the legal regulations, MiFID (Markets in Financial Instruments 
Directive) require the storage of electronic transactions during at least 5 years. 
The LOPD (Data Protection Legislation) requires HIGH level documents to be 
stored for a period of at least 2 years and requires access for audits.  

Through the intuitive and simple configuration tool we can choose the quantity of 
information and the amount of time for which we want to store it. By default, and 
without any additional cost, each sheet will be stored for 30 days.  

 

 

 
Illustration 5 Selecting Custody Period 

 

Similarly, and without additional costs, the document will be erased immediately 
after having being sent.  

1.3.3.  Notifications 

The subject of the incoming and outgoing faxes can be configured In the 
“notifications” fax tab. This allows you to see the sender or the incoming faxes in 
the email list without having to open the message.  
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Illustration 6 Notifications 

 

Subject of outgoing faxes  

Format: The field used for those who wish to personalize the subject of outgoing 
faxes  

 
Illustration 7 Subject of outgoing faxes 
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Subject of incoming faxes  

Format: The field used for those who wish to personalize the subject of incoming 
faxes 

 

 
Illustration 8 Subject of incoming faxes 

SMS notifications permit reporting the balance in your account and the reception 
and sending of a fax. You should add a telephone number with the “+” symbol 
followed by the international country code.  

SMS notifications: the field to introduce the mobile phone number where you 
will receive a reminder of the exhaustion your credits.  
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Illustration 9 SMS Notifications 

 

When the client has consumed 80% of his or her credits, he or she will receive a 
notification email. There is the possibility of receiving an SMS notification. 
Sending these SMS notifications will consume credits (1.5 credits per 
notification.)  

When the client sends a Fax and does not have sufficient credits, the service will 
cover the full transmission cost, however, the due credits will be paid when the 
client purchases the following credits.  

When the client wishes to receive a FAX and does not have sufficient credits, the 
platform will not resend the image of the fax via email but a notification informing 
you that you have received a fax that will be retained during a maximum of 30 
days until you once again have enough credits.  
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Illustration 10 Example of reminder email of near exhaustion of available credits 

 

Remember that to acquire more credits you should contact your sales agent.  

 

Subject of outgoing emails  

 

Format: Field used for those who wish to personalize the subject of the SMS 
notifications  
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Illustration 11 Subject of outgoing emails 

 

1.3.4.  Reports 

Within the automatic reports we have the option to program the automatic 
sending of the report of outgoing and incoming faxes; including information 
regarding frequency, format, addressee, or language.  

 
Illustration 12 Automatic reports 
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Illustration 13 Detail of automatic reports 
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2. Sending Faxes 

2.1  Sending from the eComFax website  

To send a fax from eComFax, the user should access the “faxes” tab by 
choosing the option “new fax.”  

 

 
Illustration 14 Sending a fax via website 

 

The available options to send a fax are:  

Addressees: Indicate the fax number and/or the name of the addressee. You 
can send the same fax to multiple addresses. Click on the “+” symbol to add 
more addressees.   

In this field you should also input the type of document that you wish to send; 
Fax, CertiFAX, SecureFax or PCI Fax.  
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Illustration 15 Fax Type Selection 

 
Using the cover page: It is optional to use a cover page. Activate it and fill in 
the information from the cover page.  
 

 
Illustration 16 Sending a fax with a cover page via the website 
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Uploading Files: You can attach one or various documents at a time by dragging 
them with a mouse or clicking to select them. You can send an attached fax in 
any type of format (over 60 formats are supported.)  
 
When you have added the addressee, the type of mailing, attached the file(s) and 
selected whether or not you would like a cover page, click the button “send fax.”  

 

2.2  Sending via email  

2.2.1  Without a cover page  

In order to send a fax without a cover page, indicate in the “for” field the following 
email address:  

telephone_fax_number@fax.ecomfax.com 

 
Illustration 17 Sending a fax via email 
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 Fill in the “subject” field.  

 Attach the document that you wish to send via fax.  

 Warning: Only the attachment will be sent. The body of the email will 
always be ignored.  

 Click “send” 

2.2.2 With a cover page  

In order to send a fax with a cover page, indicate in the “for” field the following 
email address:  

 

telephone_fax_number@faxp.ecomfax.com 

  
Illustration 18 Sending a fax with a cover page via email 

 

 Fill in the “subject” field. The subject of the message will be the notes on 
the cover page.  

 Attach the documents which you wish to send via fax.  

 Warning: Only the attachment will be sent. The body of the email will 
always be ignored. 

 Click “send”  
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2.3  Confirmation message of the transmission status  

Once the fax has been sent, the user will receive an email informing him or her 
of the transmission status of said fax:  

 
Illustration 19 Example of notification email of transmission status of sent fax 
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3. Reception of Faxes 
or the reception of faxes an email will be received as a PDF attachment by default 
or in searchable PDF (optional.) eComFax will send the sender of the fax a 
shipping acknowledgement of his or her fax. The available formats for the 
reception of faxes are: PDF, searchable PDF, or TIFFLog In Page. 
 

3.1 Consult via eComFax  

To consult the history of received faxes, you should access the eComFax 
website, click on the “faxes” tab and choose the option “received faxes.”  

 

 
Illustration 20 Received faxes list 
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3.2 Consult via email  

When you receive a new fax, you will receive an email attachment to the email, 
or email, that your account was configured to when you signed up for the platform.  

 

 
Illustration 21 Example of  a received fax  via email 

The user can choose the option to receive a fax in searchable PDF format, which 
facilitates searching by the content of the document thanks to OCR which 
converts the image in the document to text by eComFax.  
 
The user can search the contents in their inbox thanks to the combination of 
searchable PDF format and the storage of the fax.  
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4. SecureFax or Safe Fax and PCI Fax 

The Statistics module provides updated and visual information about the 
evolution and information regarding the number of calls, recorded time 
accumulated daily and the ranking of extensions most active within the service. 
The communication demands a level of security in accordance with its content, 
and on occasions, the security offered by standard email and fax is not enough. 
Maximum security should be guaranteed for communications with specific 
economic or financial information regulated by international controls, as in the 
case of PCI DSS rules (Payment Card Industry Data Security Standard.)  
 
For this, eComFax facilitates two new functions, Safe Fax and SecureFax, for the 
sending of critical information where the addressee wishes to guarantee the 
integrity and confidentiality of the information; preventing vulnerabilities and 
obtaining an acknowledgement of receipt in real-time. PCIFax, in addition to the 
previous functions, guarantees the impossibility of storage, printing, or 
forwarding; following the PCI DSS rules.  
 
SecureFax is a new way of sending information via the eComFax interface.  
It allows the sending of information with an electronic certificate, time stamp, and 
acknowledgement of receipt. This information is guaranteed to not have been 
modified and includes the date of creation by a certified authority by means of an 
advanced digital certificate.  
 
This allows the fulfilment of important regulatory requirements like those imposed 
by the LOPD having to do with the treatment of “high level” information such as 
audits and the traceability of access. 
  
The addressee receives a link in order to access the information, and when he or 
she does, the sender is informed of this action. 
  
When the information is regulated by the PCI DSS rules, the addressee should 
not be able to store, print, or forward the information; making FAX PCI an 
appropriate solution.  
 
Within SecureFax the following advantages stand out: 
 

 Acknowledgement of receipt and download  

 Secure HTTPS and TLS connections  

 Automation from ERP and third-party applications  

 Web interface and SMTP 

 Record of mailings  

 eComFax technology  

 Possibility of erasing sent documents  

 Safekeeping of sent documents  
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4.1  How to send a SecureFax or Safe Fax  

With SecureFax you can send information as if it were a fax. This information 
travels from the sender to storage where it is converted into Fax format and the 
addressee must pick it up.  
 
In this process, both the content and in its transmission must pass through 
maximum security. In addition, the sender will be informed of each step taken by 
the addressee: if it is collected (when and where) or if it is not collected.  
 
Like in eComFax there are two possibilities to send a SecureFax, via navigating 
the application or via email.  
 
We will first look at how to via the navigator, once logged-in and in the home 
screen, we will choose the “new fax” icon.  
 
In the following window we will choose the addressee or create a new addressee 
by clicking on the “+” symbol. Now is when we can choose the way that we will 
send our information: normal, Certifax, SecureFax, or PCIFax.  
 
If we choose normal or Certifax, we must input the fax number of the destination. 
However, if it is a SecureFax or PCIFAX, the system will request an email 
address.  
 
We should input the addressee’s email, choose if the document has a cover page 
or does not, input the text for the cover page, and finally the attach the files we 
wish to send (if that is the case.)  
 
Now we will see how to send a Secure Fax via our email.  
 
In order to send a SecureFax via email we must input the email of the addressee 
in the following format:  
 
We put the address, but substituting the “@“ for a “+” symbol followed by 
“@securefax.ecomfax.com” (to send with a cover page) or 
“@securefaxp.ecomfax.com” (to send without a cover page.)  
The cover notes will be included in the “subject” field.  
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Illustration 22 Example of sending a SecureFax via email 

 
Finally, if we wish to include an attachment we should do it the same way as if 
we were doing it from the web interface.  
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4.2  How to receive a SecureFax or Safe Fax  

Let’s see the process of receiving a Safe Fax.  
 
When we send a SecureFax or Safe Fax to a user who has never used this 
service, he or she should login to the application using a new password.  
 
The addressee will receive an email whose subject is “Safe Fax” and will indicate 
who it is from. This email has a link that when clicked a new-session, start window 
will appear in the eComFax application.  
 

 

 
 

Illustration 23 Example of notification of SecureFax or PCI Fax 
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The first time, the application will ask us for a password to be input twice and a 
mobile phone number. After a few seconds you will receive an SMS on your 
mobile phone with an activation code which you should introduce in the login 
window so as to access the application.  
 
Immediately you will see the document with all of its contents. If we close this 
window we will see the eComFax interface for this new user in which he or she 
can see his or her received messages in the “message list” tab of the menu, see 
each message, and see information related to its date, expiration date, or who 
has accessed the message.  
 
In addition, you can download this document and check that it is guaranteed to 
not have been modified and that the date of creation has been certified by an 
authority by the use of an advanced digital signature.  
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4.3  Notifications of Information of Safe Fax or SecureFax  

SecureFax has a set of notifications to inform the owner and guarantee proper 
performance.  
 
When you sign up for eComFax you will indicate the email in which we should 
send the message and notifications. Furthermore, eComFax allows another three 
emails for the same function.  
 
As soon as a SecureFax is sent, you will receive a notification notifying you of the 
proper performance of the system. In the notification you can check who the 
sender is and who the addressee is, how many credits you have left, and the date 
and ID of the document. Also, you can delete the document and have the option 
to recuperate it at a later time.  
 

 
Illustration 24 Sending Reports 
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If after a period of time the addressee has not opened the document, the sender 
will receive a notification advising of the expiration date and allowing him or her 
to extend the expiration date by resending the message with the link.  
 
Conversely, if the addressee does access the document, the sender will receive 
a notification with the date and time of the access.  
 
 

 
Illustration 25 Read-notification of SecureFax and PCI Fax 
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5. CertiFax 
The Certified Fax service is an extension of the eComFax product with the 
primary objective of incorporating a probatory value, equivalent to Electronic 
Burofax, to the sending of faxes. The CertiFAX service acts as a trusted third 
party (law 34/2002, July 11th and Directive 2000/31/CE): someone other than the 
parties involved in the transaction (the sender and the addressee of the certified 
fax) testifies as an independent witness, thereby certifying that the determined 
transaction has been completed and the evidence kept safe for future uses.  
Within SecureFax the following advantages stand out: 
 

 Report of certification in signed PDF  

 Safekeeping of certified faxes (5 years)  

 Web interface and SMTP  

 History of certified fax. Audits of accesses 

 Notary testimonies  

 eComFax technology  
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5.1  Operation of CertiFax 

The CertiFAX system consists of the sending of a fax which issues a record of 
delivery certification and the content of the message to the sender. Comunycarse, 
through its affiliate CWS, is a trusted third party in the delivery of fax, in addition 
to adding a time stamp. This certifies the content, date, and time. Each SMS 
certificate issued includes a text indicating its certification character. 
 
The certified fax includes a locator in the top area of the cover page. This locator 
allows you to review the information of the fax and see its content. The sender 
can also access the operations history and request notary testimonies by 
indicating the locator code on the client’s CertiFAX website. In addition, it is 
possible to access through the QR code that appears on the cover page.  
 

 
Cover Page     Certification Report 

Illustration 26 Example of CertiFax 

 
The first page of the certified fax includes a QR code in the top, right-hand area. 
The certification report of delivery includes this same QR code in the first page in 
the bottom, right-hand area. This QR code contains the same information as 
shown in the previously mentioned locator.  
 
The QR code can be scanned by using mobile devices in order to directly access 
the client CertiFAX website and show the information associated with the certified 
fax and the available operations.  
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5.2  Sending Methods  

The CertiFAX module can be used via the client’s website or their email address, 
the same way as the sending of faxes using eComFax. It is as east as attaching 
a document and sending it by email.  

5.2.1  From Website  

It is not necessary to install anything in order consult the client website or send 
documents. The normal use of the client website it to change different 
configuration options in the platform. These web services allow adding, 
modifying, and eliminating users from the platform, consulting information, or 
requesting notary testimonies.  

5.2.2  From MAIL  

CertiFAX can be used via any client’s email address. It is as simple as attaching 
a document and sending it to an email address. In order to guarantee security, 
CertiFAX uses an inverse-check system of DNS which ensures the origin of the 
document; avoiding identity impersonations, a problem that other platforms 
suffer.  
 
For deliveries you should indicate in the “for” field the telephone of the fax and 
the addressee followed by: @certifax.ecomfax.com 
 
The subject of the message will appear in the cover page of the certified fax.  
Attachments in the message form part of the content of the CertiFAX and are also 
certified. The rest of the body will be ignored.  
 

 
Illustration 27 Example of a sent CertiFAX sent via email 
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Once the CertiFAX has been sent, an email with the certified delivery report and 
the content of the message will be sent to you.  
 

5.3  Reporting 

In the same manner as in eComFax, in addition to having access to sent faxes 
and their reports of the client in email, from the client’s eComFax website it is 
possible to send and consult certified faxes.  
 
Certifax offers distinct reports for the use of the platform. These reports can be 
consulted online or issued automatically and sent by email as frequently as the 
client wishes.  
 

 
Illustration 28 CertiFax Message List 

 
In addition, from the history of the client’s CertiFAX website you can see if a 
download has been requested by the addressee of the certified fax and when he 
or she accesses the certified fax. The remote, masked IP address is also 
registered; which is a requirement of the LOPD. 
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Illustration 29 Access History to CertiFax 
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5.4  Notarial Testimony  

The sender of the certified fax can furthermore request a notarial testimony that 
contributes to additional guarantees. The notary will attest that the CertiFAX 
exists in its electronic version and that its content are protected by a digital 
signature.  
 

 
Illustration 30 Request of notarial testimony by CertiFAX 
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6. eComFax SMS 

eComFax is a communications platform in which the fax is the main engine, but 
not the only engine.  
 
Through the ease of SMS, eComFax can send messages to mobile phones 
without any difficulty. 
  
As with the others, there are two possible ways: via web application or via email.  
From the website, once you are logged in, you should choose SMS and indicate 
the addressee’s telephone number and write the message. If the message is over 
160 characters the system will send the remaining characters in a different 
message.  

 

 
Illustration 31 Example of a sent SMS via web platform 

As with email, you should write the addressee’s telephone number followed by 
“@sms.ecomfax.com” and in the subject field you should indicate your security 
pin followed by the text that you wish to send. The body of the message will be 
lost. 
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7. eComFax CertiSMS 

The Certified SMS service is an extension of the eComFax product with the 
primary objective of incorporating a probatory value, equivalent to Electronic 
Burofax, to the sending of SMSs The CertiSMS service acts as a trusted third 
party (law 34/2002, July 11th and Directive 2000/31/CE): someone other than the 
parties involved in the transaction (the sender and the addressee of the certified 
fax) testifies as an independent witness thereby certifying that the determined 
transaction has been completed and safekeeping the evidence for future uses. 
 
Within SecureFax the following advantages stand out: 
 

 Report of certification in signed PDF  

 Safekeeping of certified faxes (5 years)  

 Web interface and SMTP  

 History of certified SMS. Audits of accesses 

 Notary testimonies  

 eComFax technology 
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7.1 Operation of CertiSMS 

The CertiSMS system consists of the sending of an SMS, which issues a record 
of delivery certification and the content of the message to the sender. 
Comunycarse, through its affiliate CWS, is a third party authority in this record of 
delivery via SMS, in addition to adding a time stamp. This certifies the content, 
date, and time. Each SMS certificate issued includes a text indicating its 
certification character.  

 
Illustration 32  Example of a sent report via SMS 
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Illustration 33 Example record of a sent certification by CertiSMS 
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7.1.1  Sending methods 

The CertiSMS module can be used from any client email through the same 
process used in the sending of faxes through eComFax. It is as simple as 
attaching a document and sending it to an email address. Although the client 
website is in beta, it will shortly be in the production version.   

7.1.2  Via web 

Although the client website is in beta, it will shortly be in the production version.   

7.1.3  Via email  

CertiSMS can be used from any client email. The text in the “subject” field will be 
sent as text, minimizing any attachment or text in the body of the message.  
 
With the email we should write the addressee’s address with his or her mobile 
telephone number followed by “@certisms.ecomfax.com” and in the subject field 
we should include our secure pin number followed by the text that we wish to 
include. The body of the text will be lost.  
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